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America is under Attack in the Information Space.  
An increasingly important dimension of modern conflict is information warfare. America’s enemies are aware that 
they cannot compete with us militarily. However, they know they can 
hurt us by denying, stealing, or manipulating the digital information 
that constitutes the lifeblood of our economy and way of life. In this 
new form of warfare our enemies are going after both private and 
public information, engaging in denial of service attacks, cyber 
espionage, and disinformation campaigns in order to inflict financial, 
economic and social harms on our country.  

It’s Time to Fight Back. 
It’s time to harness the collective power of public-private partnerships to collect, analyze and act upon intelligence 
about those who are attacking us. At the Cyber Resilience Institute (CRI) our goal is to train the next generation of 
threat hunters in the methodologies, tools and partnerships needed to track down the bad guys, gain insights into 
their modus operandi and work with law enforcement to turn the tables and inflict pain back on our adversaries.  

We offer a one-month interdisciplinary intensive training course. Students learn to conduct political, social, legal and 
technical analysis of real threat actors targeting a specific event or a group of victims. Whereas traditional 
cybersecurity training is asset-centric, revolving around the protection of the confidentiality, integrity and availability 
of information assets, CRI’s training is threat-centric, revolving around the 
analysis and sharing of threat intelligence. We profile our adversaries, 
their motivations, their attack infrastructure, their capabilities, their 
attack histories, and hunt for observables in cyber space and social 
media that correlate with these profiles.  

Since 2016 we have focused on cyber and disinformation attacks on international sports events. Together with the 
US State Department we have identified and tracked attacks on US athletes competing in the Olympics, Men’s and 
Women’s World Cup Soccer, and the International Association of Athletics Federation World Championships. Our 
analysts have uncovered details of state-sponsored cyber-sabotage campaigns such as Olympic Destroyer, state-
sponsored doxing of athletes’ information stored by the World Anti-Doping Agency, and criminal advertising fraud 

schemes such as the Methbot Operation. Due to the delay of Tokyo 2020 caused by the 
pandemic, we pivoted this year to protecting US citizens, hospitals and health research 
institutions subject to COVID-19 related cyber espionage and disinformation.  
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Some of our previous accomplishments include: 

2016 Summer Olympics  
 Monitored and reported Anonymous and Fancy Bear attacks 
 A Pop-up SOC hosted at a Colorado National Guard facility 
 Demonstration of public/private partnership operations and coordination with the FBI Field Office 
 Analysis and visualization of Mirai data sets 

 
2017 IAAF World Championships 

 Over 20 corporate sponsors & college students from over 30 Universities 
 Collaboration via reporting to DHS 
 Fusion of Social Media and cyber attack data 
 Analysis of Grizzly Steppe data 

 
2018 Winter Olympics 

 Discovery and tracking of the Olympic Destroyer Malware 
 Tracking of multiple influence operations and identification of disinformation campaigns 

 
2018 FIFA Men’s World Cup 

 Discovery of significant St. Petersburg-based Internet Research Agency (IRA) activity that has now 
been made public through indictments of Russian citizens and the recent reports to the US Senate 
Select Committee on Intelligence  

 
2019 FIFA Women’s World Cup 

 Ongoing monitoring of APT activities throughout the games; topics that generated attack traffic 
included gender pay inequality and LGBT rights.  

 During this operation it became much clearer to us how criminal gangs were using “free” video-
streaming sites to lure victims to sites infected with malware.  Once at the infected sites users were 
subjected to various ad click fraud schemes, botnet recruitment and other maliciousness.  

 Ad fraud is a multi-billion dollar criminal enterprise; our threat hunting documented the mechanics 
of several of the criminal gangs involved in this activity. 

 
2020 COVID-19 Hack & Hype 

 The global novel coronavirus pandemic has caused public health and economic upheaval all around 
the world. Our Summer 2020 cohort focused on the hack and hype from threat actors and fraudsters. 

 Our findings were shared with the Global Health Crisis Coordination Center and other stakeholders. 
 

Due to popular demand we are running a second course this year that focuses on threats to the US Presidential 
Election.  Foreign actors have a vested interest in trying to manipulate the outcome of the election. Russia has had 
four years to hone their tactics, while many other have learned from the tactics used by Russia in the 2016 election 
and are seeking to replicate or do one better than the Russians. Top among these actors are China and Iran, but other 
nation-states are getting in on the game. Hacking and revealing embarrassing information, amplifying conspiracy 
theories, and trying to corrupt or throw doubt on the veracity of electoral ballots. It’s all up for grabs. Our democracy 
is under threat. It’s time to fight back. Join us October 5th to learn to become a threat hunter and defend your 
country.        

 

Enroll at https://www.cyberresilienceinstitute.org/c-watch-2020/ 


